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DOCUMENTATION CONVENTIONS  

Typeface Conventions 

Bold Indicates a button, menu or radio button selection, tab, dialog box 
title, text to type, selections from drop-down lists, or prompts on a 
dialog box. 

CONTACTING PACKET TRAP NETWORKS  

PacketTrap Networks may be contacted about any questions, problems or concerns 
you might have at: 

 

PacketTrap Networks 
118 Second Street, 6

th
 Floor 

San Francisco, Ca 94105 

 
415.348.0700 

 

www.packettrap.com 
support@packettrap.com 

PACKET TRAP  ON THE W EB 

PacketTrap can be found on the web at www.packettrap.com. Our web site offers 
customers a variety of information:  

 Download product updates, patches and/or evaluation products.  
 

 Locate product information and technical details.  
 

 Find out about Product Pricing.  
 

 Search the Knowledge Base for Technical Notes containing an extensive 
collection of technical articles, troubleshooting tips and white papers.  
 

 Search Frequently Asked Questions, for the answers to the most common 
non-technical issues.  
 

 Participate in Discussion Forums to discuss problems or ideas with other 
users and PacketTrap representatives. 

http://www.packettrap.com/
mailto:support@packettrap.com
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EXPERT ASSIST  

ExpertAssist Overview 

ExpertAssist is the perfect choice for anyone who has ever needed to access and 
control a PC or server from elsewhere, be it from down the hall or from halfway 
around the world. All that is required to control a PC or server is a web browser or 
WAP-enabled wireless device.  

The ExpertAssist is a remote administration tool that lets you control and administer 
Microsoft® Windows®-based computers over a local area network or the Internet. 
Originally designed for network administrators, the ExpertAssist has evolved to offer 
a wide variety of remote computing solutions for an equally wide variety of users. 
Today, the ExpertAssist provides many useful capabilities such as Java-based 
desktop remote control, file transfer protocol (FTP) for downloading and uploading of 
files, configuration of the host computer, remote-to-local printing, advanced scripting, 
and dozens of other features. 

The ExpertAssist acts as the host software on the machine that is to be controlled or 
accessed. The client (the remote computer that is used to access the host) requires 
no special software. The client software is any Java-enabled web browser, such as 
Internet Explorer (IE versions 5.0 or above) or Netscape Navigator (versions 3 or 
above). Many Remote Control features can also be accessed and controlled using 
such client software as that found in handheld PDAs and WAP-enabled mobile 
telephones. 

Deploying the ExpertAssist 

Using the Remote Management object, the host software can be deployed to one or 
more workstations on the network. On the settings tab, simply select the Install 
action, specify a port and set the validation logic. Once the configurations are 
replicated and the specific workstations log onto the network, the ExpertAssist 
component will be deployed. 

Note 

Information in this section is applicable to Desktop Authority.  

Operating Systems Support 

ExpertAssist can be deployed to the following operating systems. 

 Windows Server 2008 x86, x64 

 Windows Vista x86, x64 

 Windows Server 2003 x86, x64 

 Windows XP x86, x64 

 Windows 2000 Server 

 Windows 2000 Professional SP4 

Note 
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Please, whe re possible, be sure to always have the latest 

Service Pack installed on a remote computer when you are 

deploying the ExpertAssist.  

Licensing the ExpertAssist 

You can freely evaluate ExpertAssist during a 30 day period without any limitations. 
Over this period, you have to purchase a license to continue working with 
ExpertAssist. When doubt, please contact PacketTrap support 
(support@PacketTrap.com) for help or PacketTrap sales (sales@PacketTrap.com) to 
obtain licenses. 

Remotely Accessing a Workstation 

When the host software installation is complete, each workstation may be accessed 
from any client machine using any Java-enabled web browser. To access the host 
machine, open an Internet browser and enter http://111.111.11.1:2000 in the 
Location/Address bar. The ñ111.111.11.1ò represents the IP address of the host 
machine. The ñ2000ò represents the default port entered on the ExpertAssist 
configuration tab. The machine can also be accessed by entering 
http://machinename:2000 in the Location/Address bar. 

Example: 

http://pc345-XP:2000 
http://192.168.3.26:2000 
http://192.168.3.26:5050 

mailto:support@PacketTrap.com
mailto:sales@PacketTrap.com
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Logging In 

After entering the URL into your browser and pressing enter, the ExpertAssist login 
screen will be displayed.  

 

Windows Authentication 

Depending on who is logging in, the SAM database, Active Directory, and 
ExpertAssistôs own user database are accessed for authentication. Initially, log on 
as someone who is a member of the Administrators local group. This default 
behavior can be changed later by granting Windows users or groups' access to 
ExpertAssist. Change this by selecting Security object in the ExpertAssist 
navigation pane. Select Access Control to change the permission settings. 

Type in the credentials that can be used to authenticate on the remote computer 
and click Login. 

NTLM 

Login using current Windows login credentials to verify your identity on the host 
computer by clicking on the NTLM Login button. It will use the current credentials 
(those entered by you at the Windows logon screen on the computer running the 
browser) to identify the computer to the remote computer. This is only available on 
local networks. 
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Warning  

If available, NTLM requires that the remote computer IP 

address is added to the Local intranet security zone in your 

browser.  

Typically, the browser will automatically figure it out for you if the remote computer 
is on your local network or not by analyzing the remote computerôs IP address 
class. If not, make sure to manually add the remote computerôs address to the 
Local intranet security zone in your browser, otherwise you will be prompted to 
enter your credentials despite using NTLM. The behavior is by browser design and 
depends on the Logon radio button setting in the security zone setting. This setting 
is typically set to Automatic logon only in Intranet zone in zonesô settings. 

Smart Card 

Login using credentials stored on a Smart Card to verify your identify on the host 
computer by clicking on the Smart Card Login button. This will verify your identity 
based on the credentials stored on the Smart Card. Smart Card support is 
available on computers running Microsoft Windows XP or later. 
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Options 

By clicking on the Show advanced options button in the login window a number 
of additional options become available:  
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Go directly to 

Using the first three buttons selects whether to go directly into Remote 
Control, to File Transfer & Synchronization or to the Main Menu page 
(default).  

Full and Light Interfaces 

Choose between the full and light interfaces. The full interface is for DHTML 
capable browsers. The light interface is more suitable for old browsers or 
users with slow connections. 

This only works for ExpertAssist users defined within the Access Control 
page. ExpertAssist administrators always have full interface enabled for them 
unless specified explicitly. See details in Access Control section. 

Automatic Java Download 

Several ExpertAssist functionalities such as Remote Control, File Transfer, 
Performance Viewer require you have Java Runtime Environment (JRE) installed on 
the client computer where you are managing the remote computer from. If you have 
logged into the ExpertAssist using one of the three available authentication options, 
and you do not have JRE installed on your local computer, you will be prompted by 
your browser right before you will see the ExpertAssist user interface. 

Note 

ExpertAssist requires that you have at least JRE version 

1.5.0_5 installed on the local computer to work with applets.  

 

Click OK to close the message box and let the browser to show you the ExpertAssist 
user interface. 

In the topmost frame on the user interface you will see that the Performance Viewer 
applet is not working and ExpertAssist shows the ñJava is not installedò message. 
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Click the download link within the frame and ExpertAssist will automatically open the 
new browser window or tab and redirect you to the JRE download page. 

Warning  

If you are running your browser on the server operating 

system like Windows Server  2003 or Windows Server  2008 

with Internet Explorer Enhanced Security Configuration 

(IEESC) mode enabled, please make sure to add the web sites 

to the Trusted Sites zone when prompted by browser. This 

behavior is by browserôs design. 

Note 

You can eliminate these browser web site blocking prompts 

and difficulties with downloading the JRE by disabling the 

IEESC  on your local operating system.  

Download and install the JRE from the makerôs site on your local computer. Once 
installed, Java runtime will enable ExpertAssist to allow you use its applets. 

Note 

If automatic installation provided by site does not work for you, 

either use relaxed browser security settings for the JRE 

download site, or choose the manual download option.  

If prompted by Java security warning, accept the warning by clicking Yes. 

 

This warning is normal since ExpertAssist is using a self-signed security certificate 
which is typically gets automatically issued to the DNS name of the remote computer. 
Thus, if you are connecting to the remote computer by using the IP address or the 
NetBIOS name in the URL, JRE will locate the mismatch between the ñissued toò 
string in the client certificate and the computer name in the URL and a warn you 
about this. In the figure above you may see that the JRE warns the user accessing 
the ExpertAssist by using the https://gluon:port/ntlm URL in the browser since the 

https://gluon:port/ntlm
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certificate has been issued to gluon.internal.corp. In the example above, you could 
avoid having the JRE warning message by accessing ExpertAssist using the DNS 
name of the remote computer in the URL https://gluon.internal.corp:port/ntlm. 

Bypassing the Login Screen 

An NTLM login can be forced ï and thus bypass the login screen entirely ï by 
appending /ntlm/ to the URL with which you access the ExpertAssist. For example, 
the URL http://MAILSERVER:2000 would become http://MAILSERVER:2000/ntlm/. 
Be careful not to forget the trailing slash!  

This method may also be used to bypass the menu system and access certain parts 
of the ExpertAssist host directly. Here are some URLs as an example: 

Remote Control: 
http://machine.name.here:2000/ntlm/remctrl.html 

Command Prompt: 
http://machine.name.here:2000/ntlm/telnet.html 

Chat: 
http://machine.name.here:2000/ntlm/chat.html 

Similarly, specify a username and password in the URL ï thus forcing a normal login 
ï by appending the credentials in a "/login:username:password:domain/" form to the 
URL with which you access the Remote Control host. For example, the URL 
http://MAILSERVER:2000 would become 
http://MAILSERVER:2000/login:username:password:domain/. Yet again, be careful 
not to forget the trailing slash! 

The domain is optional. If omitted, an attempt will be made to be authenticated on the 
computer on which itôs running, then in the domain to which it belongs. Here are 
some URLs as an example: 

Remote Control: 
http://your.machine.here:2000/login:yourloginname:yourpassword/remctrl.html 

Command Prompt: 
http://your.machine.here:2000/login:yourloginname:yourpassword/telnet.html 

Chat: 
http://your.machine.here:2000/login:yourloginname:yourpassword/chat.html 

https://gluon.internal.corp:port/ntlm
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Accessing ExpertAssist through a firewall 

Most corporations today employ certain security measures to protect their computer 
networks from hostile intrusion. One of the common measures includes creating a 
firewall. A firewall is a system designed to prevent unauthorized access to a private 
(internal) network. Firewalls can be implemented either as hardware or software, or a 
combination of the two. 

The most common use of a firewall is to prevent unauthorized intrusion from Internet 
users attempting to access a private network or Intranet. A firewall examines all traffic 
entering or leaving the internal network/Intranet, ensuring that traffic meets security 
criteria established by the Network Administrator. 

The ExpertAssist can be configured to work with a computer protected by a firewall. 
This requires mapping an external, incoming port on the firewall to the internal IP and 
port on the computer running the ExpertAssist host. 

From outside the LAN, gain access to the computer running the ExpertAssist host by 
entering the routerôs IP address and the port to which the desired machine is 
mapped. For example: 

Router: 
External IP address: 111.111.111.111 

ExpertAssist host: 
IP address: 192.168.0.10, Port: 2000 
(port 2000 is the default but this can also be changed) 

Step 1: Map a firewall port to the Computer 

In this case, pick a port on the router (say, 5200) and map it to 192.168.0.10:2000. 

The procedure for mapping ports from routers to computers is router-specific. 
Usually the router will have a web-based interface that allows configuration and 
maintenance. Sometimes router companies refer to this action as Port Forwarding 
or Port Mapping. 

Step 2: Access the ExpertAssist Host through the firewall 

Having done the above, fully access the ExpertAssist host with the URL 
http://111.111.111.111:5200 - that is the firewallôs external IP, followed by the port 
mapped to the ExpertAssist host.  
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USER I NTERFAC E 

The user interface is designed to make using the ExpertAssist quick and easy to use. 
For details on each section follow the links below.  

The Menu 

Every page of the ExpertAssist host can be reached from the left hand menu tree of 
the Manager. The menu tree is expandable and collapsible like Windows Explorer so 
you can find the pages you need quickly.  

The sub-sections of each item in the menu tree are labeled as follows: 

 Home 

 Remote Control 

 File Transfer 

 Help Desk Chat 

 Computer Management 

 Computer Settings 

 Server Functions 

 Scheduling & Alerts 

 Performance Monitoring 

 Security 

 Preferences 

 Custom Pages 

Each of the expandable sections in the tree has sub-sections which use the following 
icons for the sub-section pages. 

 The page contains data that can be modified. It is a configurable page. 

 A page just displays data. Although you may be able to refresh the page in order 
to get the latest data, you cannot interact with or in anyway modify what is shown 
from this location. 

Performance Data Viewer 

On each page of the ExpertAssist you can see a real-time Performance Data Viewer. 
This java applet is to the right of the logo in the top frame. It shows CPU load (green) 
and Memory load (red) and is updated every few seconds so you can get instant 
feedback on the effects of performance intensive processes.  

 

This graph can be disabled under the Preferences object. Select Appearance. 
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QuickLinks 

QuickLinks are accessible from every page of the ExpertAssist. You can add your 
favorite pages to the QuickLinks drop down menu wherever you see the star icon in 
the tool bar of the page you are viewing. You can also edit your QuickLinks by 
clicking on -- Edit your QuickLinks -- in the QuickLinks drop-down menu.  

The QuickLinks menu is situated in the top frame of the page so that your favorite 
pages are always only a click away. They are also listed on the System Overview tab 
of Home page. 

End Remote Session 

You can complete the remote session by clicking the red End Remote Session button 
in the top right corner of the screen, to the right of your computerôs name. If you are 
inactive for 10 minutes you will be logged out automatically. The session idle timeout 
time can be modified on the Network page under the Preferences object. Select 
Access Control.  

Time 

The time on the remote machine is displayed above the log out button.  

The Main Content Window 

The main content window is where you will do most of your interaction with the host 
machine via the ExpertAssist. For the most part this should be self explanatory.  

On most pages you will see a tool bar at the top. Below is a quick key to the buttons 
youôll encounter on these toolbars. 

  
Refresh  

  
Paste  

  
Permissions  

  
Download files 

  
Delete 

  
Rename 

  
Execute 

 
Find files 

 
Cut 

  
Edit 

  
Create new folder 

  
Set sharing 
properties 

  
Copy 

  
Change attributes 

  
Upload files 

 
Create rule 

 
Export to CSV 

 
View 

 
Browse 

 
Parent 
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System Tray Icon 

The ExpertAssist deploys a system tray (notification area) icon on each client that the 
ExpertAssist service is deployed on. The icon serves many purposes. This icon can 
be fully configured via the Preferences object. Select Systray Settings. 

The icon will change on the remote computer when the computer is remotely 
controlled via the Remote Control applet. Double-clicking the notification area icon 
will bring up a dialog that shows the ExpertAssist status and allows you configure the 
status, and access support information. 

Two other icons can be configured to be displayed in the system tray as well. One is 
a memory usage indicator (in red), the other is a CPU load indicator (in blue). These 
can be enabled and disabled at will. 

A user sitting at a Windows XP host computer will be notified of remote printer 
installed on their computer via a notification area balloon tip. 

Right-clicking the ExpertAssist icon will bring up a context menu with the following 
items: 

Open ExpertAssist 

This is the default action. Choosing this is equivalent to double-clicking the icon. 
Select this menu item to load the ExpertAssist management dialog. From this 
dialog you can open the ExpertAssist using the default web browser, see the 
ExpertAssist status (enabled or disabled), if the ExpertAssist is currently being 
accessed or not, and a link to download the documentation. 

Open ExpertAssist Web Interface 

Select this menu item to load the ExpertAssist on the local machine using the 
default web browser. NTLM Login will be used. 

Open Status Window 

Selecting this item displays the ExpertAssist status window. The status window will 
display a log of all events that have occurred during the past remote management 
sessions.  

Enable/Disable ExpertAssist 

Here you can turn the ExpertAssist services on and off at will.  

Enable/Disable Status Indicators  

Here you can enable or disable the memory and CPU usage indicators.  
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Show Performance Windows 

This menu provides a selection of performance indicators to display on your 
desktop.  

The menu selections displayed are based on the performance data ExpertAssist is 
able to collect from the client. The software automatically collects performance 
data on CPU usage (total and broken down by individual CPU on SMP systems), 
and various memory counters. You also can monitor network performance and 
drive usage in the real time. 

 

When you select an item from this menu, a window will pop up, similar to this: 

 

Double-clicking the performance window will shrink it to a smaller format. 

You can have as many of these windows up on your screen as you want. They are 
persistent ï that is, they will automatically appear in their previous position 
following a reboot. 

About 

Opens the ExpertAssist About window, providing the PacketTrap website and 
software license information. 
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HOME  

Home is the page that you will see when you start up the ExpertAssist. Here you will 
find a useful at-a-glance System Overview. More general information about the 
ExpertAssist itself is available if you click on the About ExpertAssist tab.  

System Overview tab 

When you start up the ExpertAssist you will see the System Overview tab of the 
ExpertAssist. It contains a multitude of useful information about the host computer.  

Welcome  

At the top of the page you'll see a welcome message which displays who youôre 
logged in as. The date and time of the host machine is also displayed. If you click 
on the date and time (highlighted in blue) you'll be taken to a page where you can 
set the time on that machine. This page is also accessible under the Computer 
Settings object. Select Time from the navigation tree.  

Information about when the machine was last rebooted, how long itôs been 
running, and how much data has been sent to how many clients is also shown 
here. 

Security 

In the top right corner of the System Overview section of the ExpertAssist Home 
page you can see a summary of your security data. This includes the 
authentication method used to log in and information on the Secure Sockets Layer 
(SSL) connection.   

QuickLinks 

QuickLinks are designed to make access to frequently used features quick and 
easy. Displayed in the box on the right hand side of the home page, you can add 
any page of the ExpertAssist to QuickLinks so that your favorite or most often 
used sections are always only a click away from log in.  

QuickLinks are also displayed in a dropdown in the upper frame of every page so 
you can always select your favorite pages quickly. 

To add a QuickLink, just click on the QuickLinks icon, which appears on every 
page. To remove a QuickLink, select -- Edit your QuickLinks ï command from 
the drop down menu. 

Performance 

The performance graph details CPU and memory usage. Data about the physical 
and committed memory are displayed in an easy to read green and red graph.  
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Most Recent Accesses 

Here you can see information about the users who have most recently accessed 
the ExpertAssist on this computer.  

Current Connections  

Here you can see data on any current connections on the host machine.  

System Information 

Here you can see information on the computer itself, including the current CPU 
utilization.  

Operating System 

An overview of the operating system of the accessed machine is displayed here, 
including when it was installed.  

Installed Hotfixes 

Here you can see a list of the Hotfixes that have been installed on the machine. 
Click on the Hotfix name for more information about that particular Hotfix. 

Note 

Alternatively, you can view the list of installed hotfixes  listed 

with other  updates and applications installed on the remote 

computer on the Installed Applications page  available under 

Performance Monitoring object .  

About ExpertAssist tab 

Behind the System Overview tab you will see the About ExpertAssist tab. Here 
you can find the system license information. 

PacketTrap.com 

There is also a link to our site so you can find out more about this and other 
products from PacketTrap. Here you'll also find our support pages, along with the 
popular forums and Knowledgebase articles. If the answer isn't in the manual you 
may well find it there.  

Software License 

Thereôs a link to the page with legal terms and conditions of your license published 
there for your reference. General copyright data is also displayed on this page.  
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REMOTE CONTROL  

One of the main features of ExpertAssist is its advanced ability to remotely control 
the computer on which it is installed, thus enabling you to authentically replicate the 
experience of sitting in front of the host computer ð regardless of where you actually 
are in the world.  

When you select Remote Control, a small Java applet is downloaded to the client and 
will display the screen of the remote computer. Your actions, such as keyboard 
usage and mouse movement are emulated by ExpertAssist on the screen and on the 
remote computer. The Java applet downloads automatically. Depending on your 
browser settings, you may see a popup window asking you to accept or reject this. 
You should accept it in order to use Remote Control. 

When typing or using your mouse it will be exactly as if you were sitting in front of the 
remote machine. The only real difference will be a few ExpertAssist specific tools 
which appear at the top of the remote control window, detailed below. 

The Menu 

In the top left corner of the remote control screen you will see the menu:  
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Menu 

Send Ctrl-Alt-Del 

Pressing Ctrl-Alt-Delete cannot be captured by the applet, but you can still send 
the combination via this menu item. Selecting this menu item will immediately 
send the Ctrl-Alt-Del key sequence to the host computer. 

Send Special Keys 

Certain keystrokes, such as Alt-Tab, cannot be captured by the applet, but you 
can still send them via this menu item. If you select Send Special Keys you will 
gain access to a whole list of special key combinations you might want to send 
to the host computer. 

Transfer Clipboard 

Another useful option available from the menu is the ability to transfer your 
clipboards between machines, thus allowing you to copy from one machine and 
paste on the other. 

For example, if you copy some text on the local machine, then select Transfer 
Clipboard then Local to Host from the menu on the remote screen, copied text 
will be placed into clipboard on the host machine. You will be able to paste the 
copied text on a remote machine thereafter. The same applies the other way 
around, but you would select Host to Local in order to transfer your clipboard 
between machines. 

The limit is 8 Mbyte in both directions. If the clipboard is larger, you will be 
notified that clipboard cannot be transferred. It also works with bitmaps. 

Terminal Server Sessions  

This menu option is available when opening a Remote Control session on a 
server or Vista workstation. The Terminal Server Sessions option, lets the 
user switch between the active Terminal Server sessions. 

Open Chat 

Select Open Chat to initiate a chat session with the remote computer. 
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View Connection Status dialog 

Select View Connection Status dialog to view the status of the connection with 
the remote computer. 

 

Full Screen  

Also available in the menu is the Full Screen option. This detaches the remote 
window allowing you greater flexibility. When in full screen mode you can easily 
switch back to the standard ExpertAssist frame by selecting Exit Full Screen 
from the menu.  

End Remote Control 

Select this menu option to end the Remote Control session.  
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Screen 

Display Properties 

You can modify the remote screenôs display properties via the menu as well. 
There are drop-down lists for color quality and screen resolution, as well as a 
zoom option that allows you to view the screen all the way up to 300% of its 
original size.  

For the best performance during remote control you should set the remote 
machineôs screen resolution down to the lowest, still convenient value. 

It is also recommended that you do not use 16-bit (hi-color, 65536 colors) for 
the remote hostôs display. Use either 256 colors or true color. Converting 16-bit 
color bitmaps down to the internal format is rather slow, and has an impact on 
performance. 

Click  to set the dialog size to the same size as the host computer. Click  

to fit the host computer dialog within the client's dialog. Click  to 
view the host computer in full screen mode. 

Ctrl-Alt-Del 

Pressing Ctrl-Alt-Delete cannot be captured by the applet, but you can still send 
the combination via this menu item. Selecting this menu item will immediately 
send the Ctrl-Alt-Del key sequence to the host computer. 

Network 

Click Network to select the network type from the given drop-down button list. 
Select from Modem (56 Kbps), DSL (384 Kbps), WAN (2 Mbps), LAN (10 Mbps) 
or Auto. Select the network type to optimize the remote control session for the 
type of network chosen. 

Display 

Select the Number of Displays for host computers that are using multiple 
monitors. This will allow the client to switch between the monitors on the host 
computer during the Remote session. 

Blank Display 

Click Blank Display to blank the display on the host computer. This is useful for 
preventing user interaction while remote work is in process. 
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Remote Notification 

When you initiate a remote control session a notification message will appear 
on the remote screen. If you do not have full administrative rights on the remote 
machine, a user sitting there would be invited to decline or accept the remote 
session, with a default time of 10 seconds before you would be connected 
automatically. You can configure both the message displayed and the amount 
of time given to make a decision under the Preferences object. Select Remote 
Control when a remote session is in progress, a small window in the top right 
corner of the remote screen is displayed stating who is currently remotely 
connected to the machine. This message can also be configured under the 
Preferences object. Select Remote Control. 

If the user locked his computer, ExpertAssist can also display the confirmation 
window over the Windows logon screen, allowing the remote user to accept the 
remote control session without having to unlock his computer. 

ExpertAssist automatically determines if there is an interactive user logged in 
on the remote computer. If no users are logged in or the remote user has just 
logged off of the computer, ExpertAssist will determine that nobody is available 
to answer the Remote Control session confirmation message and skip 
displaying it. If so, you will be automatically entered the remote control session. 
This is useful for unassisted remote troubleshooting or resolving remote usersô 
login problems. 

Note 

When the remo te control session is started, ExpertAssist will 

notify the remote user by animating its icon in the notification 

area of the task bar.  

Remote Printing 

When connected to the remote machine, and if you have remote printing 
enabled under Preferences > Remote Control, that machineôs default printer 
will temporarily become that of your local machine. This means that should you 
choose to print anything from the remote machine, you will receive it on your 
local printer.  

A user sitting at the remote machine would be notified of this change. 

Remote Control Preferences 

There are a number of special features you can use to configure your remote 
control sessions under preferences. These are detailed in the Preferences 
section towards the end of this chapter under the Preferences object. Select 
Remote Control. 

Screenshot-based Remote Control 

If the client you are using is not Java-enabled, or for whatever reason your 
connection is just too slow, you might want to make use of Screenshot-based 
Remote Control.  

In order to use this feature youôll first need to set it as the default for Remote 
Control under the Preferences object. Select Remote Control. You can switch 
back to Java Remote Control (the standard for real-time control) any time, 
although you cannot switch from Java straight to Screenshot-based. 
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If you have Screenshot-based Remote Control enabled, this is what youôll see 
when you click on Remote Control in the left hand menu: 

The remote screen is a clickable image map, with which you can interact right 
on the page to some extent (clicking on buttons, right clicking) but for the most 
part you will have to use the toolbar at the top. 

To enter text on the remote screen, you have to enter it in the send keys field in 
the toolbar and click Send. Checking the checkbox next to this field enables 
you to enter special characters and simulate special keys. Each key is 
represented by one or more characters. To specify a single keyboard character, 
use the character itself. The plus sign (+), caret (^), percent sign (%), and tilde 
(~) have special meanings to this function. To specify one of these characters, 
enclose it within curly braces ({}). For example, to specify the plus sign, use {+}. 

 

To send special key combinations such as Ctrl+Alt+Delete, use the drop down 
menu to the right of the send keys field. 
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To specify characters that aren't displayed when you press a key, such as Enter 
or Tab, and keys that represent actions rather than characters, use the codes 
shown below: 

Key Code 

Backspace {BACKSPACE}, {BS}, or BKSP} 
Caps Lock {CAPSLOCK} 
Del {DELETE} or {DEL} 
Down Arrow {DOWN} 
End {END} 
Enter {ENTER} or ~ 
ESC {ESC} 
Home {HOME} 
Insert {INSERT} or {INS} 
Left Arrow {LEFT} 
Num Lock {NUMLOCK} 
Page Down {PGDN} 
Page Up {PGUP} 
Right Arrow {RIGHT} 
Scroll Lock {SCROLLLOCK} 
Tab {TAB} 
Up Arrow {UP} 
F1 to F24 {F1} to {F24} 

To specify keys combined with any combination of the Shift, Ctrl, and Alt keys, 
precede the key code with one or more of the following codes: 

Key Code 

Shift + 
Ctrl ^ 
Alt % 

For example, if you wanted to go to the beginning of an edit field, select the 
entire line, place it on the clipboard, and overwrite it with something else then 
hit Enter, you would type: 

{HOME}+{END}This is the new text {ENTER} 

This translates into pressing the Home key (going to the beginning to the field), 
pressing the Shift and the End keys at the same time (selecting the entire field), 
typing the new text and then hitting Enter. 

Click on the Java-based Remote Control icon in the toolbar to switch to Java 
based Remote Control.  
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FILE TRANSFER  

With ExpertAssist File Transfer you can quickly and securely transfer files between 
the local and the remote computer. All data transferred between the two computers is 
compressed and encrypted by the Java applet, so you can be sure that it is secure. 
The file transfer screen is divided into two panels. The left hand panel shows the file 
system of the computer running the web browser. The right panel displays the remote 
computerôs file system.  

 

You can use the icons in the toolbar at the top of the screen or your keyboard and 
mouse to operate the File Transfer applet. Thereôs always an active and inactive 
panel and you can switch easily between them with the Tab key. 

Using the File Transfer applet is very helpful when synchronizing your data. If 
ExpertAssist notices identical data on the source and destination locations, it will 
prompt you to choose whether you want to overwrite/update the destination file with 
the old/new one or skip and continue synchronizing data. It is also possible to apply 
selected action to all files that will match the same criteria. 
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The available toolbar buttons are: 

  You can refresh the list with the Refresh button, by pressing F5, or by right 
clicking in the Local or Remote panel and selecting Refresh from the context menu.  

  You can go up to the parent directory by clicking on the Up button, by pressing 
Backspace, or by right clicking on a file or folder and selecting Up from the context 
menu. 

 To go to a different folder click on the Go to folder button, by pressing the 
CTRL+G key combination, or by right clicking in the Local or Remote panel and 
selecting Go to folder from the context menu. 

 You can create a new folder with the Create folder button or by pressing the 
CTRL+N key combination, or by right clicking in the Local or Remote panel and 
selecting Create Folder... from the context menu. 

 You can delete a folder or file with the Delete button, by pressing Delete on your 
keyboard, or by right clicking in the Local or Remote panel and selecting Delete 
from the context menu.  

  You can rename a file or folder with the Rename button, by pressing F2, or by 
right clicking in the Local or Remote panel and selecting Rename from the context 
menu. 

   You can copy a file or folder with the Copy button, by pressing CTRL+C, or by 
right clicking in the Local or Remote panel and selecting Copy from the context 
menu. 

   You can move a file or folder with the Move button, by pressing CTRL+X, or by 
right clicking in the Local or Remote panel and selecting Move from the context 
menu. 

  Synchronize folders by clicking on the Synchronize current folder button or by 
pressing CTRL+S. Synchronization merges folder contents making sure that each o 
the synchronized folders contains the most recent version of the file or folder inside. 

 Replicate files from the source folder to the destination folder by clicking on the 
Replicate button or by pressing CTRL+R. Replication replaces target folder contest 
making sure that the target folder is a bitwise replica of the source folder. 
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   You can select files with the Select files button or by pressing + (plus) on the 
number pad. 

   You can unselect files via the toolbar Unselect files button or with - (minus) on 
the number pad.  

  Select the folder on a remote or local computer and click the Folder size button 
or press CTRL+F to calculate the size of all contents within the selected folder. 
Alternatively, right-click the chosen folder and select Folder size from the context 
menu. 

Go directly to the Drive List by right clicking on the active panel and selecting Drive 
list or by pressing Ctrl+Backspace. 
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HELP DESK CHAT  

ExpertAssistôs Help Desk Chat feature allows you to communicate with the user 
sitting in front of the remote computer as you would with any instant messenger 
software. ExpertAssistôs advanced diagnostic capabilities can be put to use while 
youôre remotely connected.  

 

You type text in the lower pane of the chat window. Once typed, click Send button or 
hit Enter. The text typed by both yourself and the remote user appears in the upper 
pane of the chat window. You can distinguish the typed text of yours from that typed 
by your remote user by different font coloring used for the typed text. Use Ctrl+Enter 
key combination for entering paragraphs while you type. You can copy and paste text 
from and to these windows. 

This functionality is implemented in a Java applet which is similar to the screen that 
the remote user will see. 
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COMPUTER MANAGEMENT  

The Computer Management object allows you to take advantage of a wealth of 
ExpertAssist administrative features including the File Manager, information on the 
Processes, Services and Drivers of the remote machine and even a reboot of the 
remote machine.  

File Manager 

The File Manager displays a list of all available drives, together with their capacity 
and available space. Double-clicking on the drive names will take you into the root 
directory of that drive, where all files and directories are also links. Double-clicking on 
the name of a subdirectory will take you into it and produce a listing. If you double-
click on the name of a file, the ExpertAssist will send it to your browser. Press the 
Back button to close the file. Press the Save button to save any changes made to 
the file. You can select multiple consecutive files with the Shift key, or non-
consecutive files with the CTRL key. Then, using the toolbar you can copy, delete, or 
move the files.  

 
Click QuickLinks to add your favorite pages to the QuickLinks drop-down list.  

 
Click Refresh to redisplay the File Manager list of files and folders. 

 
Click Parent to go to the Parent folder (move back one folder). 

 
Click Root to go to the root folder of the drive. 

 
Click Browse to open a file browser window. 

 
Click Delete to remove the selected file/folder. 

 
Click Copy to copy selected file/folder to another location. The path to selected file/folder is copied to 
the clipboard. Copying is performed when you click Paste in the selected destination. 

 
Click Cut to move selected file/folder to another location. The path to selected file/folder is copied to 
the clipboard. Move is performed when you click Paste in the selected destination. 

 
Click Paste to paste the copied/cut file/folder into the selected destination. 

 
Click Rename to rename the selected file/folder. 

 
The Edit button lets you edit small text files right within your browser. This is useful for changing 
small configuration or batch files without downloading or uploading. 

 
The Attributes button lets you change file attributes, such as Hidden, Read-Only, etc. 

 
The Permissions button lets you specify NTFS access permissions on the selected objects. 

 
By clicking the Execute button, the ExpertAssist will attempt to launch each selected file on the host. 

 
Click Create to create a new folder. 

 
Clicking the Upload button lets you upload files from your local computer to the current directory of 
the remote computer using your browser. 

 
Clicking the Download button lets you download the selected file/folder from the remote computer to 
the local computer. You will be prompted for a download location. 

 
Click the Find button to perform a file search. Use wildcards to find the file/folder by specifying a part 
of its name. 

 
Click the Sharing button to set the Sharing properties of the current folder. 

 
Click the View button to see the file/folder properties. 

 
Click the Export button to export the displayed table of files and folders into the CSV file. 
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Fields displayed in the file manager 

The File Manager has the following columns in its view: 

Icon  

A small icon indicating the file type  

Name  

File name and extension 

Size  

File size 

Modified 

Last modification time 

When hovering over a file or folder in the currently selected drive, a tooltip will be 
displayed containing the following information: 

Name  

File name and extension  

Size  

File size 

Attributes  

File attributes (i.e. read-only, system, etc.)  

Created  

File creation time  

Modified 

Last modification time 

Accessed 

Last time the file/folder was accessed 

Permissions  

Indicates what actions the user can perform on the object (i.e. read, write, change, 
etc.)  

Owner  

The owner of the file/folder  

The Go field accepts a path name. Entering a directory (for example 
C:\Windows\System32\Drivers) and clicking on the Go button will immediately take 
you to the requested location, without having to click your way there. This can be 
especially helpful over slow connections. 
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Clicking on header fields will change the sorting order of the file list to the relevant 
column. For example, to sort files by modification time rather than name, simply click 
on the header field for that column. To sort in descending order, click the header field 
of the currently active sorting field again. 

User Manager 

When you click on User Manager under the Computer Management object you will 
be able to access ExpertAssistôs full-blown User Manager. User Manager supports all 
the features of Windows' built-in User Manager including user and group 
maintenance.  

 

Click Add User on the Users tab to add a new local user to the computer. Click on an 
existing User name to modify the account settings. On the Groups tab, click Add 
Group to add a new local group or click on an existing group to manage the group 
settings. 
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Add User 

 

User Name 

Enter the new user account name. 

Password 

Enter the user account password. 

Confirm password 

Type the password again to confirm it. 

Full name 

Enter the user's display name. 

Comment 

Enter any text to describe the user account. 

User must change password at next logon 

Select this box to force the user to reset the password at the next logon. 

User cannot change password 

Select this box to disallow the password to be changed. 

Password never expires 

Select this box to enable the password to never expire. 
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Account disabled 

Select this box to disable the selected user account. 

Account locked out 

Read-only setting that specifies the user account is locked out. This user may 
not log on to the network. 

Home directory 

Specify a shared network folder as the home directory. 

Drive letter assigned to home directory 

Specify the network drive letter to which the home directory will be mapped to. 

Logon script 

Enter the name of the logon script. 

Profile path 

Enter the path to the mandatory or roaming user profile. 
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Manage User 

The Manage User dialog presents the same configuration settings as the Add 
User dialog. The Manage User dialog also presents several different user account 
statusesðLast logon, Last logoff, Account expires, Password last changed, Bad 
password count and Number of successful logons. 

 

Last logon 

The date and time of the last time the user logged on to the computer. 

Last logoff 

The date and time of the last time the user logged off to the computer. 

Account expires 

The date and time the user account is set to expire. 

Password last changed 

The date and time of the last time the user password was changed. 

Bad password count  

A count representing the number of times a bad password was entered during 
logon. 

Number of successful logons 

A count representing the number of times a successful logon has occurred. 



39 
 

Apply  

Save all changes made to the user account.  

Change Password  

Modify the current password.  

Rename 

Change the current user name. 

Delete 

Delete the user account. 

Groups 

View the local groups the user is a member of. 

Back 

Go back to the User Manager page. 

New Group 

 

Group Name 

Enter the name of the new group. 

Description 

Enter a group description. 

Manage Group 

The Manage local group dialog displays Group Members and Non-Group Members. 
A group can also be renamed or deleted here. 
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Event Viewer 

If you select Event Viewer under the Computer Management object you can view 
the NT logs of the remote machine. This feature is very much like Windows Event 
Viewer snap-in. You will see a listing of log entries on your screen. Clicking on an 
entry in the list will display its details. Clicking the Export button will download a CSV 
file containing the table of currently shown events. 

You can choose to clear the contents of the log file by pressing the Delete button in 
the toolbar. If you specify a filename, the event log will be backed up before being 
erased. 

You can also have the ExpertAssist send email alerts to a specified email address 
when log entries matching a given criteria are entered into any of the event logs. 

For more information on this feature and its uses select the Scheduling & Alerts 
object in the navigation pane. See Email Alerts. 

Services 

When you click on Services under the Computer Management object you will see a 
list of services running on the remote machine. The Services page displays the 
names and statuses of all the services installed on the remote machine.  

Double-clicking on the service name will show you more detail about the selected 
object and allow you to control it. You can change its startup and logon options. 
Dependencies can also be viewed by selecting the Dependencies tab. When 
specifying a user account to be used by a service, it must be in DOMAIN\USER form. 
If you want to use a local user account, you can type .\USER. Be sure to provide this 
local user account with the right to logon as service. 

In the list of objects, the status field shows Started, Stopped, etc. ExpertAssist looks 
through the list of services, and if it finds one that is set to start automatically but is 
not running, current service status is colored in red. This alerts you to the fact that the 
service should be running, but isn't. 

Click the Export button to download a CSV file containing the list of all the services 
available on the remote computer containing services names, statues, startup types 
and description. 

Processes 

When you click on Processes under the Computer Management object, you will 
see a list of processes running on the remote machine. The Processes page will give 
you a listing of all processes running on the remote computer where ExpertAssist is 
running.  

The list is hierarchical ï a parent process will have its child processes listed beneath 
it, with indentation indicating relationships. Please note that this is for information 
purposes only, since Windows reuses process IDs. 



41 
 

The following information is available either in the list: 

 PID The internal Windows Process ID. 

 Name The name of the executable file with full path. This works as a link, and 
double-clicking on it will give you some very detailed information on the 
process. On that page, you have the option of changing the priority class for 
the selected process. This data is arranged on separate tabs for easy viewing. 

 CPU% Percentage of CPU utilization by process. 

 Priority The priority class (base priority) of the process. 

 Type The type of the process (service or interactive). 

 Memory The amount of total memory (Memory usage plus VM size) in use by 
the process in kilobytes. 

 Mem% Percentage of memory usage by process. 

The following Process information can be viewed by putting the cursor over the 
process. They will be displayed in a tooltip. 

 Name The name of the executable file. 

 Description The description of the processô file, if given. 

 Version The version of the file, if given. 

 User Account The user account that the process is running under. 

 Handle count The number of object handles the process is using. 

 Threads The number of threads the process is using. 

 Time Created The date and time the process was started. 

 CPU Time The amount of CPU time (d:hh:mm:ssômss) the process has used. 

 Parent PID Process identifier of the parent process for the selected process. 

The Refresh button will retrieve and display the latest process list. Clicking the End 
Process red button with a white cross will have ExpertAssist kill the process. The 
process will be terminated immediately. The CPU utilization function showing process 
CPU load in CPU% column works in the following manner. It takes two process list 
samples, two seconds apart, and compares the amount of CPU time used by each 
process between the two samples to calculate CPU utilization percentages. The total 
amount displayed can actually be more than 100% on multiprocessor systems, since 
each processor can be utilized from 0 to 100 per cent. For dual-processor systems, 
the maximum is 200%, for quadprocessor systems it is 400%, etc. 

Click the Export button to download a CSV file containing more details on the 
processes running on the remote computer. The CSV file contains information about 
the PID, process name, description, CPU time consumed by each of the processes, 
process image file version, memory usage, number of threads created by the 
process, the time process has been created, process base priority, and the user 
account that each of the processes runs under. 

Double-clicking a process will show you more detail about the selected process. 
Threads, DLLs, open files and registry keys used by the selected process can also 
be viewed. 
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Drivers 

When you click on Drivers under the Computer Management object, you will see a 
list of drivers running on the remote machine. The Drivers page displays the names 
and statuses of all the drivers installed on the remote machine. Double-clicking on 
the driver name will show you more detail about the selected object. Dependencies 
can be viewed by selecting the Dependencies tab.  

In the list of objects, the status field shows Started, Stopped, etc. ExpertAssist looks 
through the list of drivers, and if it finds one that is set to start automatically but is not 
running, current driver status is colored in red. This alerts you to the fact that the 
driver should be running, but isnôt. 

Click the Export button to download a CSV file containing the list of all the drivers 
available on the remote computer containing services names, statues, startup types 
and description. 

Registry Editor 

The Registry Editor enables you to edit the registry of the remote computer using 
ExpertAssist. First, the registry roots (HKCR, HKCU, HKLM, etc.) are displayed, and 
you can drill down into them by clicking the plus sign (+) next to them or clicking twice 
on their names.  

Registry keys are links that open up that key for you. Key values are also displayed 
here, with their name, type and value. 

You can edit values that are of either text (REG_SZ, REG_EXPAND_SZ or 
REG_MULTI_SZ) or integer (REG_DWORD) type. Binary (REG_BINARY), and other 
value types are only displayed and cannot be edited. 

Using the toolbar buttons at the top of every page you can add a subkey or delete the 
currently selected key. You can add a value, delete it or set its access permissions.
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Command Prompt 

You can access a command prompt from within your browser by selecting 
Command Prompt under the Computer Management object. The Telnet client, 
written as a Java applet, provides encryption and data compression for security and 
speed. The Telnet server included with ExpertAssist lets you access a command 
prompt on a remote computer from terminal emulator software or a web browser. 

You can either use the Java Telnet client thatôs part of ExpertAssist, or any other 
terminal emulator you like. There are several reasons to stick with our client: 

Itôs secure - it uses the same encryption thatôs employed by the remote control 
module. Note that you have to be connected to ExpertAssist thought HTTPS in your 
browser to enable the channel encryption. Itôs fast, since it uses sophisticated data 
compression to achieve high throughput. Furthermore, you donôt have to keep a 
Telnet port (23 by RFC defaults) open on a remote machine. The Command Prompt 
client allows you to work directly through the port you use to connect to ExpertAssist 
(2000 by ExpertAssist defaults). And finally, it lets you transfer keystrokes that 
terminal emulators donôt handle, such as the Alt key. You can also use your mouse in 
console applications that support it. 

If you decide to use a terminal emulator instead, you will need to start the Telnet 
server and connect to the Telnet port (23). To start the Telnet server you have to set 
ExpertAssist to allow the Telnet connections. This can be done on the Telnet Sever 
configuration page under the Preferences object. You can change the default listen 
ports in the configuration dialogs to any port available on the remote computer.  

When a connection is initiated from a terminal emulator, you will be asked to log on. 

This is handled automatically by telnet clients, so you need to enter your username 
and password in the standalone client itself. The ExpertAssistôs built-in client, on the 
other hand, automatically logs you on to the remote computer telnet session using 
the credentials specified when logging to the ExpertAssist. 

With standalone Telnet clients, you need to enter your credentials in clear text during 
the session. You are asked for your username, password, and domain. Specify your 
Active Directory domain as the domain if you want to authenticate on the remote 
computer using your domain credentials. Otherwise, specify the remote computerôs 
name to authenticate using SAM credentials (local to the remote computer). 

After successfully logging in, you will be asked if you want full console support if you 
had Ask console parameters checkbox set on the Telnet Server page. If you answer 
with No, you will only be able to use stream-mode programs - applications that take 
over the whole console window, like Edit.com, Norton Commander, the Far file 
manager, etc. will not work. To answer No, press the ónô key on the keyboard. 
However, if you are only planning to use command-line utilities, you can safely say 
No to this question. You will be taken directly to the command prompt. 

If you answered Yes to the previous question, you will be asked to specify the 
console window size. To answer Yes, press the óyô key on the keyboard. A default 
value is provided for you. You should make sure that the terminal emulator you are 
using supports it and is set to the size you enter here. 

Finally, if you have an ANSI compliant terminal emulator, you can choose to use 
ANSI color support during the session. 

Should you disconnect your terminal emulator, or go to a different page in the 
browser window containing the Telnet client applet, all applications you have running 
in the Telnet session are left active. 
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You can reconnect to this Telnet session by simply logging in (or loading the applet) 
again. There is a timeframe for this though: if you do not reconnect within an hour, all 
your telnet applications, including the command shell, are terminated. You can 
change the timeout value from the default one hour to anything you like under 
Preferences object on the Telnet Server configuration page. 

To close the Telnet session, type exit at the command prompt. 

Reboot 

When you click on Reboot under the Computer Management object, you will see 
the following reboot options which allow the remote machine to be rebooted. You 
have five choices. 

 Restart ExpertAssist Restarts the ExpertAssist services. It does not reboot 
the remote machine. This is useful if you change settings like the listening port 
and have no physical access to the machine in order to restart the service. 

 Normal Reboot Closes all processes and reboots the remote machine in an 
orderly fashion. 

 Emergency Reboot Does not allow applications and other processes to 
terminate gracefully, so you might lose unsaved data. Windows will, however, 
shut down nicely and flush all outstanding file operations to disk. This can be 
useful if there are hung processes that prevent Windows from shutting down 
normally. 

 Hard Reboot Reboots as quickly as possible. This option will not allow 
Windows to terminate gracefully, so you might lose unsaved data. This may 
help if the remote computer hangs. Since rebooting is immediate (just like 
pressing the reset button) you will not receive any feedback from ExpertAssist 
when clicking this button. 

  Scheduled Reboot This allows you to schedule a date and time to 
automatically reboot the remote computer which you are currently managing. 
This is useful if the reboot is not urgent and can take place during off-peak 
hours. 

Monitor Host Screen 

On this page you can safely monitor the remote computerôs screen. This allows you 
watching what the remote user is doing on this computer without risking to interfere 
with the userôs work. 

Additionally, here you can enable screenshot-based remote control, which means 
that when you click on Remote Control in the menu, instead of loading the Java 
applet, it will go straight to screenshot-based Remote Control instead. You can switch 
to Java based Remote Control from the toolbar, but you cannot switch back again. 
This setting is useful if you have an extremely slow connection or a browser without 
Java.  
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If the client you are using is not java-enabled, or for whatever reason your connection 
is just too slow, you might want to make use of Screenshot-based Remote Control.  

In order to use this feature youôll first need to set it as the default for Remote Control 
under the Preferences object. Select Remote Control. You can switch back to Java 
Remote Control (the standard for real-time control) any time, although you cannot 
switch from Java straight to Screenshot-based. 

If you have Screenshot-based Remote Control enabled, this is what youôll see when 
you click on Remote Control in the left hand menu: 

The remote screen is a clickable image map, with which you can interact right on the 
page to some extent (clicking on buttons, right clicking) but for the most part you will 
have to use the toolbar at the top. 

To enter text on the remote screen, you have to enter it in the send keys field in the 
toolbar and click send. Checking the box next to this field enables you to enter 
special characters and simulate special keys. Each key is represented by one or 
more characters. To specify a single keyboard character, use the character itself. The 
plus sign (+), caret (^), percent sign (%), tilde (~), and braces { } have special 
meanings to this function. To specify one of these characters, enclose it within braces 
({}). For example, to specify the plus sign, use {+}. To specify brace characters, use 
{{} and {}}. 

To send special key combinations such as Ctrl+Alt+Delete, use the drop down menu 
to the right of the send keys field. 

To specify characters that aren't displayed when you press a key, such as Enter or 
Tab, and keys that represent actions rather than characters, use the codes shown 
below: 

Key Code 

Backspace {BACKSPACE}, {BS}, or BKSP} 
Caps Lock {CAPSLOCK} 
Del {DELETE} or {DEL} 
Down Arrow {DOWN} 
End {END} 
Enter {ENTER} or ~ ESC {ESC} 
Home {HOME} 
Insert {INSERT} or {INS} 
Left Arrow {LEFT} 
Num Lock {NUMLOCK} 
Page Down {PGDN} 
Page Up {PGUP} 
Right Arrow {RIGHT} 
Scroll Lock {SCROLLLOCK} 
Tab {TAB} 
Up Arrow {UP} 
F1 to F24 {F1} to {F24} 

To specify keys combined with any combination of the Shift, Ctrl, and Alt keys, 
precede the key code with one or more of the following codes: 

Key Code 

Shift + 
Ctrl ^ 
Alt % 
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For example, if you wanted to go to the beginning of an edit field, select the entire 
line, place it on the clipboard, and overwrite it with something else then hit Enter, you 
would type: 

{HOME}+{END}^cThis is the new text {ENTER} 

This translates into pressing the Home key (going to the beginning to the field), 
pressing the Shift and the End keys at the same time (selecting the entire field), 
pressing Ctrl+C (clipboard copy), typing the new text and then hitting Enter. 
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Update Now 

Remote computer or a remote user logged into the remote computer can be assigned 
a number of Group Policy objects. Additionally, these settings can be much more 
sophisticated if the remote computer, user, OU where they are taking a membership 
group or other Active Directory objects were assigned an action via Desktop Authority 
Manager. To lessen the load on computers, both the IntelliSense and Desktop 
Authority client component apply their policies on a regular basis with a strictly 
defined update interval. ExpertAssist allows you to force application of both types of 
policies to get them applied to the remote computer or user immediately by your 
request. 

Group Policy Update 

Group Policies are updated on a timed interval. By default, background refresh 
interval is set to 90 minutes with a time offset of 0 to 30 minutes. The time offset 
allows avoiding collisions when several computers could request a Group Policy 
refresh at the same time. The larger the time offset, the more unlikely the collision in 
refresh requests and the more the latency. To force a Group Policy update for both 
computer and user policies on the remote computer immediately without waiting for 
an automatic group policy application, click the Group Policy Update button to 
refresh local and Active Directory based Group Policy settings, including security 
settings at the current time. This will force Group Policy settings to re-apply on a 
remote computer even if there has been no change to the Group Policy settings. If 
there are any client-side extensions (such as Software Installation) enabled in any 
Group Policy Object to be re-applied on the computer, this will require a remote 
computer reboot. If this is the case, you will have to reboot the computer to re-apply 
them (if necessary). Click the Reboot button when the Group Policy is updated. Donôt 
click it if you donôt need to re-apply the client-side extensions. 
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COMPUTER SETTINGS  

In addition to the administrative features available under Computer Management, you 
can also view and modify a number of settings on the remote machine, from 
Environment Variables to Automatic Priorities.  

Environment Variables  

Here you can view and make changes if necessary to System Environment Variables 
on the remote machine. Windows environment variables that are defined by you or 
by programs are listed, such as a path where files are located. These are the 
variables that are effective for all users logged into the computer. 

Click the Export button to download a CSV file containing the list system 
environment variables available on the remote computer. 

Virtual Memory 

This option allows you to change virtual memory settings on the remote computer. 
Simply enter an initial (minimum) or maximum size for the paging file next to a drive 
listed above and click the Apply button. Entering zero values both for the minimum 
and maximum size will set the paging file size to a minimum allowed for the current 
remote computer configuration. 

You will need to reboot the computer for any changes to take effect. 

Time 

This option allows you to edit the time on the remote computer. Simply enter the 
correct values and click the Apply button. Please note that the time is displayed 
according to the time zone settings of the remote computer. 

Automatic Login 

This option lets you enable or disable Windows autologon feature. 

Enabling autologon will cause the remote computer to bypass the logon screen after 
system startup and log in with the username and password specified here. 

This is a potential security risk: the username and password are stored in the registry 
in clear-text format. 

Shared Resources 

This function gives a detailed report of all shared resources on the remote computer, 
including shared folders, administrative shares, and printers etc.  

The link to the Path in the right hand pane of the window takes you to the directory in 
File Manager. The Connections list shows open connections and number of open 
files, if any. Locked files are listed in the Files list. These connections and files can 
be forcibly closed by clicking on the Close button. 

Access permissions active on the object can also be listed and changed to your 
needs. Accept permissions for administrative shares are not shown since 
permissions cannot be set on them. 

The Delete button removes sharing from the object. 
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Click the Export button in the left-hand frame of the page to download a CSV file 
containing the list of all network shared resources available on the remote computer. 
Click the Export button in the right-hand frame of the page to download a CSV file 
containing detailed information for the currently selected shared resource. 

Automatic Priorities 

Automatic Priorities lets you direct ExpertAssist to automatically change process 
priorities. If you have ever wanted to run a backup on your server without impacting 
performance or archive a huge directory structure using zip/WinZip on a live web 
server without putting additional load on the machine you will find this feature useful. 
Likewise if you have ever wanted your workstation to be responsive while you browse 
the web on your workstation during a lengthy compile, you may set the browser 
process to have a higher priority than the complier.  

When you click on Automatic Priorities, you are taken to a page that shows you a 
list of executables and their target priorities. By default the list is empty, so you will 

need to click on the Create button, , in the toolbar. On the dialogue that comes 
up, enter the name of the executable, and select the target priority from the drop-
down list. The name of the executable is without paths, so, for WinZip it is 
WINZIP.EXE, for the Microsoft C compiler itôs CL.EXE, etc. The target priority is 
usually Normal. This puts your process in the same priority class as the screen saver, 
meaning that it will only get a chance to make any progress if it does not compete for 
CPU power with the processes with a higher priority class. You can also select a 
target CPU or a CPU core for the process. This allows you to divide processes 
amongst CPUs on an SMP machine to suit your needs. Click on Add and you are 
taken back to the previous list that is now showing your executableôs name and the 
priority class you selected. 

If there are entries in the list, ExpertAssist will scan the process list on your machine 
every ten seconds, looking for the process names you entered. If ExpertAssist finds 
one and its priority class does not match the one you specified it will be changed to 
your preference.  

Click the Export button to download a CSV file containing the list of custom process 
priority management rules to your local computer. 


































































































































